ANNEX 1 – Part 2 – DATA PROTECTION SCHEDULE - Schedule of Processing, Personal Data & Data Subjects
This Schedule shall be completed by the Controller, who may take account of the view of the Processors, however the final decision as to the content of this Schedule shall be with the Controller as its absolute discretion

1. The contact details of the Controller’s Data Protection Officer: Laura Stones     laura.stones@hartlepool.gov.uk
2. The contact details of the Processor’s Data Protection Officer: Independent Investigating Officers for Complaints relating to Adults Social Care Servoices]
3. The Processor shall comply with any further written instructions with respect to processing by the Controller.

4. Any such further instructions shall be incorporated into this Schedule and this Schedule may be amended at any time during the Contract Period by agreement in writing between the Customer and the Contractor to ensure that the description and detail set out in this Schedule with regard to the processing of personal data reflects the arrangements between the Parties, is accurate and is compliant against the Data Protection Legislation.

	Description
	Details

	Identity of the Controller and Processor
	The Parties Acknowledge that for the purposes of the Data Protection Legislation, the Council is the Controller and the Provider is the Processor in accordance with HBCs Standard Terms & Conditions – Data Protection Clause 19.1



	Subject matter of the processing
	The processing is needed in order to ensure that the Provider can effectively deliver the Service.


	Duration of the processing
	The Contract Period plus 1 year


	Nature and purposes of the processing
	The nature of the processing means any operation such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction of data (whether or not by automated means) etc. for the purposes reasonably required for and in connection with the delivery of the Services including employment processing, carrying out statutory obligations, recruitment assessment and those further specified below.



	Type of Personal Data being processed
	Data being processed could include but is not limited to name, address, date of birth, Identification number, NI number, telephone number, pay, images, any factors specific to physical identity, physiological identity, genetic identity, mental identity, economic identity, cultural identity or social identity, racial or ethnic origin, political opinions, religious or philosophical belief, trade union membership, genetic data, biometric date for the purposes of uniquely identifying a natural person, data concerning social care needs and/or health needs, data concerning a natural person’s sex life or sexual orientation,  of anyone providing or receiving the Service



	Categories of Data Subject
	Includes: Staff (including volunteers, agents, and temporary workers), service users and their families/carers.

	Plan for return and destruction of the data once the processing is complete 
UNLESS requirement under union or member state law to preserve that type of data
	In absence of written instructions from the Council pursuant to  Hartlepool Borough Councils Terms and Conditions - Data Protection Section 19.4 (e) all Personal Data shall be securely returned on the expiry of 12 months after the end of the Contract period


	Protective Measures (Security)
	Appropriate technical and organizational measures which may include: pseudonymising and encrypting Personal Data, ensuring confidentiality, integrity, availability and resilience of systems and services, ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident, and regularly assessing and evaluating the effectiveness of such measures adopted by it.




