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1. Introduction 

1.1  T his  D a ta  Pro tection  Pol icy  sets  out how  H artle pool B orough C ouncil 

ha ndle the  Per sonal  Data  of its  cus tomers,  supp liers,  employees,  and 

other  third parti es , in line  w ith the  pro vis ions  set  out  in the UK 

Ge neral Data P rotecti on Re gulation (GDPR).  

1.2  T his  Pol icy  a pplies  to all  per sonal  da ta  the  C ouncil  proc esses 

regardless  of w here  the da ta  is  sto red or w hether  it rela tes  to past  or 

present  employees,  cust omers,  clients  or suppl ier co ntacts,  w ebsite 

users or  any  other  D ata S ubject.  

1.3  T he C ouncil robustly  com plies  w ith t he UK GD PR and the Data 

Protection Act 2018.  

2. Purpose 

2.1  T he a ims  of this  po licy  are:  

(a) T o ensure  that  the  C ouncil  ca ptures,  stores,  proces ses  a nd 

disposes  of perso nal  informati on in a  law ful, ethical  a nd 

responsi ble w a y. 

(b) R espe ct the  rights  of ind ividuals  w here  per sonal  data  is 

proces sed. 

3. Scope 
3.1  T he correct  a nd la w ful trea tment of pe rsonal  data  w ill mai nta in 

co nfidence  in the organisati on. Pro tecti ng  the  confidential ity  and 

integrity of pers onal  data  is  a  critical  respons ibility that  the  Co uncil  

take se riously  at  all  times.  T he C ouncil  is  expos ed to potential  fines  of 

up  to ap proximate ly £18  million or 4%  of total  w orldw ide an nual  

turnover, w hichever is  higher  and  de pending  on the  breac h, for fa ilure 

to comply  w ith the  provis ions  of the  UK GDPR.  

3.2  Hartlepool  B orough C ouncil is res ponsible  for: 

(a)  T he overall  res ponsi bility  for the efficient ad ministrat ion of 

da ta protecti on leg is lation.  

3.3  The C ounci l’s Executive Leadership  T ea m is res ponsib le for: 

a) Pro moting  and  su ppo rting  a rra ngements  to deliver effective da ta 

protecti on compliance. 

b) Monitor ing  the on- going  effectiveness  of the ma na gement 

process es. 

c) Ensur ing  there is  an  a ppo inted D a ta  Prote ction  Officer. 
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3.4  The Senior Information Risk Owner (SIRO) is responsible for:  

a)  taking ownership of the Council's overall information risk policy 

and  risk assessment process ensuring that the Council have in 

place a robust process for managing any information risks.  

b)  Promoting a culture that values and protects information.  

c)  Owning risk management policies and processes and ensuring 

they are implemented.  

d)  Advising on information risk management and providing 

assurance.  

3.5  The Caldicott Guardian is responsible for:  

a)  safeguarding the confidentiality of person - identifiable and 

service user information.  

b)  ensuring that confidential information about health and social 

care service users is used ethically, legally, and appropriately.  

c)  providing leadership and informed advice on complex matters 
involving  the use and sharing of patient and service user 

confidential information, especially in situations where there may 

be areas of legal and/or ethical ambiguity.  

d)  playing a key role in helping to ensure that the Council satisfy the 
highest ethical and legal standards for processing patient and 

service user confidential information.  

3.6  T he D a ta  Pr otection Officer (DPO)  is r es pons ible  for: 

a) Day  to day  a dminist ration  and  complia nce w ith data  pro tecti on 

leg is lation.  

b) Establ ishing  appr opriate  governance  stru ctures  to implement and  

monitor  da ta  protection  a rrang ements  ac ross the C ounc il. 

c) Ensur ing  that this pol icy is follow ed in  a  cons istent  manner. 

d) C ommunicating  this policy  to emplo yees . 

3.7  A ll Man a gers are responsible  for: 

a) Acti vely pro moting  the  Data  Pro tecti on P olicy and  its  

principles and  take steps  to implement  impro vements  to w ork  

processes w ithin their  ow n a rea  of fun ctional res ponsibi lity. 

b) Ensur ing  that  s taff under their  direction  and  control  are  a w are  

of the  pol icies,  procedures  and  guidan ce laid  dow n and  for 

ch ecking that  those  sta ff un derstand  a nd app rop riat ely apply  

po licies, proc edures  a nd guida nce  in res pect of informati on 

governan ce in ca rrying  out their  day  to day  w ork. 
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c) T ak ing  steps  to ensure that  per sonal  da ta  is  kept  secure  at all 

times  a gainst  unauthorised  or unla w ful loss  or dis closure  and  

in particular  w ill ensure  that:  

• Paper  files  and  other records  or doc uments  co nta ining 

perso nal/sensiti ve dat a  are kept in a s ecure  environment. 

• Perso nal  da ta  held  on  IC T  equipment  is  pro tec ted  by  the 

use  of secure pas sw ords , w hich  ha ve forced cha nges 

periodicall y. 

• Individual  pass w ords  should  be such that they  are  not 

easi ly co mpromised. 

d) Mana gers  are  also  responsible  for ensuring  all  s ta ff w ithin  

their functi onal  ar eas  ha ve had  tra ining  a pprop ria te to their  

roles  a nd 

e) that  this is cu rrent. 

3.8  All  employees  are re sponsible  for: 

a) Ac quainting  themselves  w ith and  abiding  by  the  da ta  

pro tection p rinciples.  

b) R eading  the Data  P rotecti on P olicy  and  underst an ding  how  it 

impacts  on their role.  

c) Underst and ing  how  to co nform to the  policy in relation  to the 

retenti on of pers onal  dat a . 

d) Underst and ing  how  to conform to the  policy  in relation  to 

safeguarding D a ta  S ubject s’ rights.  

e) Unders tanding  w hat  is  meant by  special  ca tegories  of per sonal 

data a nd how  to hand le such  dat a . 

f) C ont a cting  the  Da ta  P rotecti on Officer  if there is  any doubt so  as 

not  to jeopardi se ind ividu als’  rights  or risk  contr a vent ion of the 

regulati ons.  

g) Ensur ing  they  ha ve ha d da ta  prote ction  tra ining  on  indu ction to 

the  organisat ion a nd completed a  refres her ann ua lly. 

3.9  All  contrac tors, consulta nts,  part ners or a g ents of the  C ouncil  must:  

a) Ensure  that they  a nd all  their  st a ff w ho have access  to 

personal data  held  or process ed for or on  beha lf of the C ounc il, 

are  a w are of this  po licy  a nd are fu lly trained  in and  are a w are  

of their  duties and  res ponsibi lities  under  the Act.   Any  bre ach  

of any  pro vis ion of the Act  w ill be  deemed as  being  a  

breach  of any  contr a ct bet w een  the C ouncil  and  that  
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ind ividual,  compa ny, part ner of firm. 

b) A llow  data  protection audits  by  the  C ouncil  of da ta  held on  

its be ha lf (if reques ted).  

c) Ensure  all  contra ctors  w ho are  users  of perso nal  

information suppl ied by  the  C ouncil  co nfirm that  they w ill 

abide  by  the requirem ents  of the  A ct w ith regard  to the  

informati on su pp lied by the C ounc il. 

4. Data Protection Principles 

4.1  T he UK  GDPR pr ovides conditi ons  for the proc essing  of any  perso nal  

da ta.   T hey  also  ma ke  a  distinction  betw een  personal  data  and  

special cate gories of pers onal  da ta.  

4.2  Perso nal  data  is  defined  as,  da ta  rela ting  to a  living  ind ividual  w ho 

can be i dentified from: 

a) that data  

b) that  da ta  an d other  informat ion w hich  is  in the pos ses s ion of, or 

is  like ly to co me into the  possessi on of the Data  C ontroller a nd 

includes  an  expressi on of op inion a bout  the ind ividual  a nd any 

indication  of the intentions  of the  C ounc il, or any  person  in respect  

of the individua l. 

4.3  Special  categories of personal  da ta consist  of: 

a) Racial or ethnic o rig in. 

b) Pol itical opinion.  

c) Rel ig ious or o ther be liefs . 

d) T ra de union  membe rship. 

e) Ph ysical  or mental  health or conditi on. 

f) Se xual l ife. 

g) Gen etic  or bi ometric  dat a . 

h) C riminal co nvictions and  offenc es . 

4.4  In the UK  GDPR r eg ula tions:  

a) Data  S ubj ect mea ns  an ind ividual  w ho is  the  subje ct of perso nal 

data.  

b) Data  C ontroller  mea ns  a  per son w ho either  alone  or jointly  or in 

co mmon w ith other  persons  determines  the pu rpose for w hich 

and  the man ner in which  any  pers onal  da ta  ar e, or are  to be 
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proces sed. 

c) Data  Proces sor, in relation  to pers onal  data,  means  any  per son 

(other  than  an employee of the  Data  C ont roller) w ho proces ses 

the  da ta  on  beha lf of the Data C ontroller.  

4.5  T he C ouncil  adhere to the  principles  relating  to processing  of 

pers ona l data set  out  in the  UK GDPR w hich re quire personal  da ta  to 

be: 

a) Proces sed la w fully, fa irly and  in a  transp a rent  man ner 

(L a w fulness , Fairness  and  T ranspa renc y). 

b) Collected only for s pec ified, explicit and leg itimate purposes 

(Purpose  Limi tation).  

a) Ad equa te, relevant  a nd limited to w hat  is  necessary in rela tion  to 

the  pur poses  for w hich it is Proce ssed  (D a ta  Minimisati on). 

b) Accurate a nd w here  necessary  kept  up  to date (Accurac y). 

c) Not  kept in a  form w hich  permits  identification of Data  

S ubjec ts for longer than is  necessary  for the purposes  for w hich  

the  da ta is Processed  (St ora ge Limita tion).  

d) Proces sed in a  manner  that  ensures  its  secur ity using 

app ropriate  techni cal  a nd  organisational  measures  to pro tect 

a gainst  unauthorised or unla w ful pro cessing  and  a gainst 

accid ental  los s, destruction  or dama ge (S ecu rity, Integrity  and 

C onfidential ity). 

e) Not  tran sferred  to a nother  country  w ithout app ropria te 

safeguards  being  in place  (T ransfer Li mitati on). 

f) Made  a va ilable  to D a ta  S ubje cts  a nd D ata  Subje cts  a llow ed  to 

exercise  certain  rights  in relati on to their  P ersonal  D at a  (D a ta 

Subje ct's  Ri ghts a nd R equests).  

4.6  T he C ouncil  are  res ponsible  for a nd must  be  able  to dem ons tra te 

co mpliance  w ith the  da ta  protecti on principles  list ed a bove 

(Accou ntab ility). 

5. Lawfulness, fairness, transparency 

5.1  Perso nal  da ta  must  be proces sed  la w fully, fa irly and  in a  tra nspa rent 

ma nner in rela tion  to the Data  Su bje ct. 

5.2  T he C ouncil  may  only  co llec t, pro cess  and  share  personal  da ta  

fa irly and  la w fully and  for spec ified pu rposes.  T he UK GDPR  
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rest ricts  act ions regarding  personal  da ta  to spec ified la w ful purposes.  

These restr ictio ns are  not intended to prevent  processi ng , but 

ensure that  w e pro cess perso nal  dat a  fa irly and  w ithout  adversely  

affecting  the D ata Su bje ct. 

5.3  T he UK GDPR  al low s Processing  for s pe cific purposes,  as  set out below : 

a) T he D a ta  S ubje ct has  g iven  his or her con sent. 

b) T he Process ing  is  necess a ry for the  pe rformance  

of a  contra ct w ith the  Da ta  S ubject.  

c) T o meet our le gal obligations.  

d) T o protect  the  D at a  S ubject ’s vital interes ts.  

e) Processing  is  neces sary  for the performa nce  of a  ta sk  ca rried 

out  in the  publ ic interest  or in the  exercise  of offic ial  authority 

vested in  the controlle r. 

f) T o pursue  our leg itimate  interests  for pu rposes  w here  they  are 

not  overridden  bec ause the  P roces s ing  prejudices  the  interes ts 

or fundamental  rights  a nd freedoms of D ata  S ubje cts.  T he 

purp oses  for w hich  w e pro cess  P ersonal  Data  for leg itim a te 

interests  need  to be  set out  in app licable  P riva cy Notices  (Local 

Au thorities ca nnot  rely  on  this pro ces s ing  g roun d when 

performing their public tasks ). 

5.4  You must  identify and  doc ument the leg al  g round  being  relied  on  for 

each  processing a ctivity. 

6. Consent 

6.1  A  Data  C ontroller  must only  process  pers onal data  on  the basis  of one 

or more  of the la w ful bases set out in  the  UK GDPR.  

6.2  A  Data  Su bject  consents  to pro cess ing  of their  perso nal  data  if 

they indicate  a greement clea rly either  by  a  stat ement or posit ive 

acti on to the  pro cessi ng .  C onsent  requires  a ffirmative action  so  

s ilence, pre-  ticked  boxes  or ina ctivity are  un likely  to be  sufficient.  If 

consent  is  g iven in a  doc ume nt w hich  deals  w ith other mat ters,  then 

the  cons ent must be kept  separ ate from those  other mat ters.  

6.3  Data  Su bje cts  must be  easi ly able  to w ithd raw consent  to processi ng  

at any  time and  w ithdra w al  must  be  promptly  honoured.  C onsent  

may ne ed to be refres hed  if you inte nd to process  pers onal  da ta  for a 

diffe rent a nd incompa tible  purp ose w hich  w a s  not  dis closed  w hen  

the Data  Su bject  first consented. 
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6.4  Unless  the  D ata  C ontroller  can  rely  on  ano ther  leg al  basis  of 

processin g , explicit  consent  is  us ual ly required  for process ing  special 

cate gories  of per sonal da ta,  for a utoma ted  decis ion-making  an d 

for c ross  bo rder data  transfers.  Usua lly, ano ther leg al  basis  ca n be 

relied up on (an d not require explicit  cons ent) to process  most types  of 

special cate gories  of da ta.  W here  explicit  cons ent is  required,  a  

priva cy notice to  the D a ta  Su bject to captu re explicit c ons ent must  be 

iss ued. 

6.5  All  co nsents  must be  record ed so that the C ouncil  can  demons trate 

co mpliance  w ith con sent re quirements . 

7. Transparency (notifying Data Subjects) 

7.1  T he UK GDPR  requires  Data  C ontrollers  to pro vide  deta iled, specific 

info rmation  to D a ta  S ubjects  depending  on w hether  the  informa tion 

w as  co llect ed directly  from D a ta  S ubje cts  or from else w here.  S uch 

info rmation  must be pro vided  thro ugh approp riate  P rivacy  Not ices 

w hich  must  be  conc ise, transp a rent, intellig ible,  easi ly accessible,  and 

in clear  and  pla in lan gua ge so  that  a  Data  S ubje ct can eas ily 

un ders ta nd them. 

7.2  W henever the  C ouncil  co llects  pers onal  da ta  directly  from Data 

Subje cts , incl uding  for human resources  or employment purp oses,  the 

C ouncil  must pro vide  the  Data  S ubject  w ith a ll the  informati on required 

by  the  UK GDPR  includi ng  the  identity  of the Data  C ontroller  a nd 

DPO, how  and  w hy  the  C ouncil  w ill use,  process,  dis close,  pro tect an d 

retain that  perso nal  da ta  through a  P rivacy  Notice  w hich  must  be  

pre sented w hen the  Da ta  S ubject first  pro vides the personal  da ta.  

7.3  W hen perso nal  dat a  is  co llec ted  ind irectly  (for exa mple,  from a  third 

party  or publ icly  a va ilable  sour ce), you must  pro vide  the  D a ta  S ubject 

w ith all  the  informat ion  required  by  the  UK GDPR  as  soon as  possible  

after co llecti ng/receiving  the  da ta.  You must  a lso  check  tha t the 

persona l data  w as  col lec ted  by  the  third party  in acc ordan ce w ith the  

UK GDPR  a nd on  a  basis  w hich  con templates  the  pro posed  

pro cessing  of that perso nal  data.  

8. Purpose Limitation 

8.1  Perso nal  data  must be  collected only  for spec ified, explicit  and 

leg itimate  purpos es. It must  not be  further  process ed in any  manner 

inco mpati ble w ith t hose pu rposes.  

8.2  Perso nal  da ta  for new , dif ferent  or inc ompatible  purpo ses  from tha t 
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dis closed  w hen  it w as  first  ob tained  cannot be  pro ces sed, unless  the 

Data  S ubje ct is  informed  of the  new  purposes  a nd they  ha ve 

cons ented, w here  necessa ry. 

9 Data minimisation 

9.1  Perso nal  da ta  must  be  a dequa te, releva nt and  limited to w hat is 

neces sary  in relation  to the  purp oses  for w hich  it is  proces sed. W hen 

perso nal  data  is  no  longer needed  for spec ified purp oses,  it must be 

dele ted or a nonymised in acc ordance w ith the  C ounc il’s  R etention 

Pol icy. 

10  Accuracy 

10.1  Perso nal  data  must  be ac curate  a nd, w he re neces sar y, kept up 

to da te. It must  be  corrected  or deleted w ithout delay  w hen  

inaccu rat e. Perso nal  data  must be che cked  for ac cura cy at  the  po int 

of collection and  at regular  inte rvals  a fterw ards.  All  rea so nab le steps  

to amend inaccu ra te or out- of-date personal  da ta  must  be  mad e. 

11  Storage limitation 

11.1  Perso nal  data  must not  be  kept  in a  form w hich  permits  the 

ident ification  of the  Data  S ubject  for longer than  needed  for the 

leg itimate  busi ness  purpose or  pur poses  for w hich  it w as  

orig ina lly co llecte d, inc luding  for the  purpose  of satisfying  any  leg al,  

accou nting or reporting  requirements.  

11.2  It is  a  requirem ent  to inform  D ata  S ubjec ts  in privacy notices  regarding 

the re tention pe riods  for data.  

12  Security, integrity and confidentiality 

Protecting P ersonal  Data  

12.1  Perso nal  da ta  must  be  se cured  by  appropr ia te tec hnical  a nd 

organisati onal  measures  a gainst  una uthorised  or unla w ful 

proc essin g , and  a gainst  a cc idental  loss,  de struction  or dama ge. This 

means Data Controllers and Processors must have appropriate security 

to prevent the personal data that is processed being accidentally or 

deliberately compromised.  Information security is sometimes 

considered as cybersecurity (the protection of netw orks and 

information systems from attack), but it also covers other things like 

physical and organisational security measures.  

12.2  T he C ouncil  has  de velope d, implemented  and  maint a ined safegu ards 
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including  use  of enc ryption  a nd ps eudonymisat ion w here  appl icab le. 
T he C ouncil  w ill regula rly eva luate  a nd test  the  effecti veness  of those 

safeguards  to ensu re secu rity of our process ing  of pers onal  da ta.  

12.3  The security principle goes beyond the way we store or transmit 

information and includes the confidentiality, integrity and availability of 

personal data.  T he confidential ity, integrity and  a va ilab ility  of 

per sonal  da ta  must be protec ted  (definitions  below ): 

a)  C onfidential ity means  that  only peop le w ho ha ve a  need  to know 

and  are  au thorised to use  the perso nal data  can  ac cess it.  

b)  Inte grity means  that  personal  da ta  is  ac curate and  sui table  for 

the  pur pose for w hich it is proces sed. 

c)  A va ilabi lity  means  that  a utho rised users  are  able  to a ccess  the 

perso nal  dat a  w hen  they  need it  for au thorised pu rposes.  

12.4  Every aspect of processing of personal data is covered, not just 

cybersecurity.  This means the security measures that are put in place 

should seek to ensure that:  

a)  the data can be accessed, altered, disclosed or deleted only by 

those you have authorised to do so (and that those people only 

act within the scope of the authority you give them);  

b)  the data you hold is accurate and complete in relation to why you 

are processing it; and  

c)  the data remains accessible and usable, ie, if personal data is 

accidentally lost, altered or destroyed, you should be able to 
recover it and therefore prevent any damage or distress to the 

individuals concerned.  

12.5  Before deciding what measures are appropriate, you need to assess 

your information risk. You should review the personal data you hold 
and the way you use it in order to assess how valuable, sensitive or 

confidential it is – as well as the damage or distres s that may be 
caused if the data was compromised. You should also take account of 

factors such as:  

• the nature and extent of your organisation’s premises and 

computer systems;  

• the number of staff you have and the extent of their access to 

personal data;  

and  

• any personal data held or used by a data processor acting on your 

behalf.  
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13 Reporting a Personal Data Breach 

13.1  T he UK GDPR  requires  Data  C ontrollers  to not ify any  per sonal  da ta 

breach  to the Informa tion  C omm issi oner’s  Office w ithin  72  hours  

and, in certain  ins tan ces,  the Data  Su bje ct. 

13.2 A  per sonal  data  bre ach is  a  “breach  of security  lead ing to acci den tal  
or un law ful  de struction, loss,  alteration, unau tho rised  dis closure  of or 

access to perso nal data " 

13.3 If you know  or suspe ct that  a  per sonal  data  breach  has  occur red, 

do not  a ttempt to investi gate  the  matter yourse lf. Imm edia tely  con ta ct 

your I nformati on Go vern an ce  R ep resentati ve. You sho uld preserve 

all e vidence rela ting  to the potential per sonal  data  breac h. 

13.4 Refer to the Data Breach Notification guidance.  

14 Transfer limitation 

14.1  T he UK GDPR  restricts  data  tran sfers  to countries  outs ide  the 

UK  in order  to ensure  that the level of da ta  protect ion  afforded to 

ind ividuals by  the  UK GD PR  is  not unde rmined. If a  tran sfer of 

data  is  required  to countries  outs ide of the UK,  conta ct your  

Informati on Governance R epres entati ve before the t ransfer is  made.  

15 Data Subject's rights and requests 

15.1  Data  S ubjec ts  ha ve rights  w hen  it comes  to how w e handle  their 

perso nal  data.  

T hese inc lude rights to: 

a) W ithdraw  consent to processing at  any  time. 

b) R ecei ve certain  informati on about the D ata  C ontroller 's  

proc essing acti vities.  

c) R equest ac cess  to the ir perso nal da ta  that  w e ho ld . 

d) Pre vent our use  of the ir perso nal da ta  for direct  ma rketing  

pu rpos es . 

e) Ask  us  to erase  pe rsonal  data  if it is  no longer necessary  in 

relat ion to the  purp oses  for w hich  it w as  col lected  or processed  

or to recti fy inaccura te data or to complete inc omple te data . 

f) R estr ict p rocessing  in spec ific c ircu mstan ces.  

g) C ha llenge processing  w hich  has  been jus tified on the  basis  of 

our leg itimate  interests  or in the pub lic interes t. 

h) R equest  a  copy  of an  a greement under w hich  perso nal  data  is 

tran sferred  outside  of the  UK . 
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i) Object  to decis ions  based  so lely  on  A utomated  Pro cessin g , 

incl uding p rofiling . 

j) Pre vent  proces s ing  that  is  likely  to ca use da ma ge or distress  

to the Data  Su bject  or anyone else.  

k) Be  notified of a  perso nal data bre a ch w hich is  likely  to result  in 

high risk to  their rights a nd freedoms. 

l) Make a  complaint  to the su perviso ry autho rity. 

m) In limited circumsta nces,  rece ive or ask  for their  personal  da ta  

to be tran sferred  to a  third party  in a  struc tured, commonly  us ed 

and mac hine rea dable  format.  

15.2  Not ify your  Informat ion  Governan ce R epresen tat ive of any  Data 

Subject  requests  and  send a  copy of the  request to 

datapro tection@ hart lepool.go v.uk  (see Data Subject’s Individual 

Rights -  guidance notes)  

16 Accountability 

16.1  T he C ouncil  must implement appr opria te technical  a nd organi sa tional 

mea sures  in an effective ma nner,  to ensure compliance w ith data 

protecti on principles.  The  C ouncil  is  res pons ible  for, and  must  be able 

to demonstra te, compliance  w ith the da ta  pro tection  principles.  

16.2  T he C ouncil  has  a dequate  resources  and  controls  in place  to ensure 

and  to doc ument UK GD P R co mpliance  includ ing : 

a) App ointing  a  suitably  qua lified  D P O . 

b) Implementing  priva cy by  desi gn w hen  pro cessing  perso nal  da ta  

and co mpleting  Data  P rotection  Impact  A sess ments  (D PIA)  

w here processing  pres ents  a  high risk  to rights  and  freedoms of 

Data Subje cts . 

c) Integrating  data  pro tection  into inte rnal docu ments, rela ted 

policies, p rivacy g uid elines,  privacy  notic es . 

d) R eg ular ly training  staff  on  the  UK GDPR,  rela ted  policies  a nd 

priva cy guide lines  and  dat a  protecti on mat ters  includ ing , for 

exa mple, Data Subje ct's  rights,  consent,  leg al  basis,  D PIA  an d 

pe rsonal  data breac hes. T he C ounc il must  main ta in a  record  of 

tra ining  a ttendance by  st a ff. 

e) R eg ular ly testing  the  privacy meas ures  implemented  and  

co nduc ting pe riodic  review s  and  a udits  to assess  complia nce, 

inc luding  using results of testing  to demonstrate  complia nce 

impro vement effort. 

mailto:dataprotection@hartlepool.gov.uk
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17 Record Keeping  

17.1  T he UK GDPR  requires  the  C ouncil  to keep  full and  accura te records  

of a ll data process ing  acti vities.  

17.2  T he C ouncil  must  keep  an d mai ntain  a ccurate  corporate records 

reflecting  the  pro cess ing  acti vities  including  records  of D ata  

S ubjects' cons ents an d procedu res  for obta ining c onsents.  

17.3  T hese  records  sh ould  include,  at  a  minimum, the  na me and  

contact deta ils  of the  D ata  C ontroller  an d the D P O, clear  

desc riptions  of the perso nal  da ta  types,  Data  S ubject  types,  

processing  acti vities, processing  pu rposes,  third- party  recipi ents  of 

the  perso nal  data, perso nal  da ta  stora ge locat ions,  pers onal  data  

tran sfers,  the pe rsonal data 's  retention  period  and  a  desc ription of 

the  se curity measures  in place.   In order  to create  such  records,  

data  maps  should be  creat ed w hich  should  inclu de the  deta il set  out 

above tog ether  w ith app ropriate data  flow s. 

18 Training and Audit 

18.1  T he C ouncil  are  required  to ensure  all  s ta ff ha ve under ta ken 

ade quate training  to enable  them to comply  w ith the  UK GDPR.  
The  C ouncil  must also re gular ly test s yste ms  and  proces ses to assess 

complianc e. 

18.2  T he C ouncil  must regular ly review  all  the  syste ms and  proce sses  

to ensure  they  comply  w ith th is  Pol icy  a nd c heck  that  ade qua te 

governance  co ntrols  and  res ources  a re in place  to ensure  pro per use 

and  prote ction of per sonal da ta.  

19 Privacy By Design and Data Protection Impact Assessment 

(DPIA) 

19.1  T he C ouncil  are  required  to implement  privacy  by  des ign meas ures 

w hen  processing  personal  da ta  by  implem enting  app ropriate  

tec hnical and  organis a tional  measures  (like Ps eud onymisation)  in 

an  effective ma nner, to ensure  complia nce w ith da ta  protection  

principles.  

19.2  T he C ouncil  must  a ssess  w hat  privacy  by  desi gn mea sures  can be 

impl emented  on all  prog ra ms/s yste ms/processes  that process  per sonal 

data by  ta king i nto ac count  the follow ing : 

a) T he s tate of the  a rt; 

b) T he cost  of implementation;  

c) T he natu re, sc ope,  context and purposes  of processi ng ; a nd 
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d) T he risks of va rying likelihood an d severity for rights and 

freedoms of D at a  S ub jects posed  by  the processin g . 

19.3  T he C ouncil  must  a lso  co nduct  D P IAs  in resp ect to high risk 

processin g . A  templa te is a va ilable  from the DPO.  

19.4  A  DPIA  must be conduc ted  (a nd  find ing s  discussed  w ith  

the  DPO  and Information Governance Group ) when implementing 

major system or business change programs involving the processing 

of personal data including:  

a) Use  of new  tech nolog ies  (pro g ra ms, syst ems or proce sses ), or 

cha ng ing  technolo g ies  (pro g ram s, s yste ms or processes ). 

b) Au tomated process ing  including  profiling  and a uto mated  

decision makin g (ADM);  

c) La rge- scale  process ing  of sensiti ve data ;  

a nd 

d) La rge- scale,  syste mat ic monitor ing  of a  pub licly  accessible  area.  

A DPIA  must incl ude: 

a) A  descr iption of the processi ng , its purp oses a nd the D a ta 

C ontroller 's l eg itim a te interests  if a ppropr ia te. 

b) An as sessment of the necessity a nd p roporti onal ity of the 

processing in re lat ion to its  purpose.  

c) An  as ses sment  of the  risk to  indi vidua ls . 

d) T he risk mitigation measures in place a nd d emonstrati on of 

co mpliance.  

20 Automated Processing (including profiling) and Automated 
Decision Making (ADM) 

20.1  General ly, ADM  is  prohibi ted  w hen  a  deci sion  has  a  leg al  or s imilar 

s ignificant  effect  on an  ind ividual unless:  

a) A  Data  S ubject  has  explicitly  consen ted; 

b) T he processing  is au thorised  by la w ; or 

c) T he pro cessing  is  necessary  for the performance  of or entering 

into a co ntra ct. 

20.2  If certain  types  of sensitive data  are  be ing  process ed, then grounds  (b) 

or (c)  w ill not  be a llow ed  but  such sensit ive data  can be  pro cessed 

w here  it is  necessary  (unless  less  intrusi ve mea ns  can be  used)  for 

subs tant ial pub lic interest l ike  fraud  pre venti on. 
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20.3  If a  decis ion is  to be based  solely  on automated  processing  (including 

profiling ), and then  D ata  Su bje cts  must be  informed w hen  you first 

co mmunicate  w ith them of their right to object.  T his right must  be 

explicit ly bro ught to their atte ntion  a nd presented  clea rly and  

sepa rately from other  informati on.  Further,  suit able mea sures  must be  

put in place to  safeguard  the  D a ta  S ubject 's  rights  and  freedoms  

a nd leg itim a te interests.  

20.4  T he C ouncil  must  also  inform  the D a ta  S ubject  of the  log ic involved in 

the  deci sion  making  or profiling , the s ignifica nce and  envisa g ed 

cons equences  a nd g ive the  D ata  S ubject  the right to request human 

inte rvention, e xpress their  po int of view  or cha llenge the decis ion. 

20.5  A  D P IA  must  be ca rried  out before a ny aut oma ted process ing 

(including  profiling ) or  ADM  act ivities are  undertake n. 

21 Direct marketing 

21.1  T he C ouncil  are  su bject  to cert a in rules  and  privacy  la w s  w hen 

market ing  to cus tomers.  For exa mple,  a  D at a  S ubje ct's  prior 

consent is  required  for electr onic direct  marke ting  (for e xa mple,  by 

ema il, text or au tomated ca lls ). 

21.2  T he right to obje ct to direct  mark eting  must  be  explicit ly offered to 

the Data  S ubj ect in an intellig ible  man ner so  that it is  clear ly 

distin g uishable  from other informat ion. 

21.3  A  D ata  Su bject's  objecti on to direct marketing  must be promptly 

honoured. 

22 Sharing Personal Data 

22.1  General ly, the C ouncil  are  not a llow ed  to sha re pers onal  da ta  w ith 

third parties  unless  cer ta in safeguards  a nd contr actual  

a rran gements  have be en put in  pla ce. Data protection legislation 

places responsibility on the data controller or data processor to 

implement appropriate measures with regard to the risk related to the 

processing. Those measures include taking into account the nature, 

scope, context and purpo se of the processing in order to assess the 

likelihood and severity of the risk to the rights and freedoms of natural 

persons.  

22.2  T he C ouncil  may  only share  the  personal  da ta  w e hold  w ith third 

parties,  such as  our s ervice  providers if: 

a) T hey  ha ve a  need to know  the informa tion for the  purposes  of 

pro viding  the co ntrac ted se rvice s . 
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b) Shar ing  the per sonal  data  complies  w ith the privacy  notice 

pro vided  to the D a ta  S ubject  a nd, if required,  the  D a ta  S ubje ct's 

cons ent has  been obta ined.  

c) T he third party  has  agreed  to comply  w ith  the  required  da ta 

secu rity standards,  policies  and  pro cedu res  and  put a dequa te 

secu rity meas ures in  plac e. 

d) T he transfer complies  w ith any  app licable  cross  bo rder tran sfer 

rest rictio ns. 

e) A  fully executed  w ritten  co ntract  that  conta ins  UK GDPR  

a ppro ved th ird party  cla uses  has  be en obta ined. 

f) a risk assessment has been carried out, taking into account the 

nature, scope, context and purpose of the processing in order to 

assess the likelihood and severity of the risk to the rights and 

freedoms of natural persons.  

g) They have consulted the Information Commissioner’s Data 

Sharing Code of Practice  

22.3  If sharing is permitted, refer to the internal guidance on Sharing 

Information Securely by Post, Telephone and Email . 

23 Further details 

23.1  C ontact  your Informa tion  Govern ance  R ep resen tat ive if you ar e:-  

a) Unsure  of the  la w ful basis  w hich  you are  relying  on  to process 

Pers onal D ata ). 

b) Need to rely  on consent an d/or need  to cap ture e xplicit cons ent. 

c) If you need to draft privacy  notic es . 

d) If you are unsure ab out the retention period  for the  perso nal d a ta 

being proce ss ed. 

e) If you are  unsure  about w hat  secu rity  or other  mea sures  you 

need to implement to protect pers onal da ta . 

f) If there  has  be en a  data  bre a ch or a  su spec ted data  brea ch. 

g) If you need to transfer data o uts ide  the UK.  

h) If you need  any  assis tance  dea ling  w ith any  rights  invoked  by  a 

Data  Su bject.  

i) W henever you are  eng a g ing  in a  s ignificant  new , or ch ange in, 

processing  acti vity  w hich  is  likely  to require a  Data  Pro tecti on 

Impact  Asses sment or plan to use  perso nal  data  for pu rposes 

other than w hat it  w as  co llect ed for. 
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j) If you p lan to un dertake any a ctivities involving Au toma ted 

Processing inc luding  profiling  or A utoma ted  Deci sion- Mak ing . 

k) If you need help complying  w ith app licable l aw w hen ca rrying  out 

direct  marketing a ctivities . 

l) If you need help  w ith any  contracts  or other  areas  in rela tion to 

sha ring  perso nal da ta  w ith thi rd parties.  



Appendix 1  

Information Governance Group Representatives  (as at 15 th April 2026)  

 

Information Governance Lead  

Laura Griffiths – Assistant Director, Customer Services and IT  Tel: 284170  

Data Protection Officer  

Laura Stones  Tel: 523087  

Adults Services & Public Health Department  

Trevor Smith  Tel: 523950  

Children’s Services Department  

Kay Forgie  Tel: 284119  

Housing, Growth & Communities Department  

Laura Stones  Tel: 523087  

Legal, Governance & HR  

Laura Stones  Tel: 523087  

Neighbourhoods & Regulatory Services Department  

Steve Russell  Tel: 523031  

Finance IT & Digital Services Department * / Office of the Chief Executive  

Mike Smith  Tel: 523758  

 

In addition to the above the Council has specific roles identified which are also 

part of the overall approach to Information Governance arrangements and are 

involved in the Information Governance group:  

Senior Information Risk Owner (SIRO)  

James Magog, Director of Finance, IT and Digital Services  Tel: 523003  

Caldicott Guardian  

John Lovatt, Assistant Director Adult Social Care Tel: 523903  

For specific issues around social care (Advice and guidance on Caldicott matters 

should be request through Trevor Smith (Adults) or Kay Forgie (Children’s) on the 

telephone numbers above).    

 

* GENERAL CONTACT DETAILS  

Contact with CICT Team on general issues should be made using 

523081 or cict@hartlepool.gov.uk  
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